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Several years ago the US Department of Education (USDE) announced its intention to 

develop a national database to track individual students from the time they first enter school, 

through college and eventually into the workforce.  Congress halted this effort out of concerns 

over student privacy.  Subsequently, the USDE began stipulating that states develop these unit-

level databases as a condition for participation in some federal programs including Race to the 

Top and ARRA funding, and the USDE along with several private foundations has provided 

substantial grants to states, including Pennsylvania, to develop these databases at the state level.  

The Pennsylvania Information Management System (PIMS) is an ambitious effort to 

assemble a database tracking students from the time they first enroll, through elementary and 

secondary school and college, into the workforce.  According to the documentation we have been 

given, from institutions of higher education alone, the PDE plans to collect over 250 bits of 

information on each student enrolled and to collect this information 3-5 times per year.  The 

information to be collected includes personally identifiable information (including name, 

address, date of birth, family income, etc.), demographic information (including race, gender, 

and disability status, etc.), academic records (including course registrations, transfer courses, 

grades received in each course, etc.) and other specific information linked directly to a student. 

With 32,500 students enrolled, we estimate we are being asked to supply about 32,000,000 bits 

of information per year from Pitt and that Penn State, with 95,000 enrolled students is being 

asked to provide 95,000,000 bits of information annually, not including the information on 

course sections and instructors that is also being requested.1

                                                           
1  Pennsylvania Information Management System (PIMS):  Postsecondary Data Requirements 
Deliverable, September 14, 2008, available at: 

  Once collected, this information 

will be linked to student level data collected during enrollment in elementary and secondary 

schools, and eventually to employment records.  

http://www.votespa.com/portal/server.pt/community/pims-
postsecondary/4730)   

http://www.votespa.com/portal/server.pt/community/pims-postsecondary/4730�
http://www.votespa.com/portal/server.pt/community/pims-postsecondary/4730�
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The stated purpose of this data collection effort is to “improve student achievement 

through more efficient and effective use of data”.2

concerns over the security of the data, the scope of the data collection, the precise use of the data, 

and whether the data once assembled would ever be used to achieve the stated goals of the 

collection.  We have shared these concerns with the PDE since they first approached us about 

two years ago requesting that we participate.  Together with our colleagues at Penn State 

University, we have gone to Harrisburg to discuss our concerns with representatives of the PDE, 

had phone conversations with them, and exchanged emails and letters in which we have raised 

these concerns, and to date, have not received satisfactory answers to any of our concerns.  

Rather, the PDE continues to maintain that there are no security issues (most recently in a letter 

dated Sept 15, 2010) and has held back our share of the federal stimulus funding until we agree 

to submit the requested student data through PIMS.  We have consistently affirmed that we will 

provide any data needed to meet federal reporting requirements, though not as part of the PIMS.  

We also have offered to provide any individual student data required for federal reporting 

through PIMS, when and if the security issues have been addressed to our satisfaction.  Thus far, 

this has not happened. 

 We are supportive of this goal, but have  

Principal among our concerns is the lack of adequate privacy provisions associated with 

the prescribed process for obtaining the state-assigned PASecureIDs for our students and with 

the security of data to be used or released to third parties in conjunction with various projects or 

studies.  (The PASecureID is the unique identifier the Commonwealth is assigning to each 

student that will be attached to the students throughout their academic careers and into the 

workforce.)  Although it would be expected that parents of K-12 students would be notified of 

the assigned numbers, entering or current students are not familiar with their PASecureIDs. 

Since they also do not appear on high school transcripts or other documents furnished with the 

college application, PDE has developed a procedure by which each institution is to obtain the 

individual IDs that are needed for PIMS reporting.  However, in accessing the respective IDs and 

resolving near matches for enrolled students, the information on every student in the system is 

viewable by any and every

                                                           
2 PIMS Overview, available at:  

 institution.  This means literally hundreds of schools, institutions and 

http://www.votespa.com/portal/server.pt/community/pims-
postsecondary/4730)   

http://www.votespa.com/portal/server.pt/community/pims-postsecondary/4730�
http://www.votespa.com/portal/server.pt/community/pims-postsecondary/4730�
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school districts will have “one or a few specific individuals” who have access to the personally 

identifiable information for every student in the Commonwealth.  This is not a scenario that will 

“ensure the confidentiality and security of student data” as the PDE maintains in a letter from 

Acting Secretary Gluck to our institutions on September 15, 2010.  Additionally, there is no  

provision to flag or otherwise designate the unit records for students who have requested 

confidentiality of directory or other information.  This leaves our institutions and students 

vulnerable to the potential for improper data releases and misuse of confidential information 

under the Family Educational Rights and Privacy Act (FERPA).  FERPA is the federal statute 

that protects the privacy of student records. See 20 U.S.C. § 99.1 et seq

§ 99.31(a) An education agency or institution may disclose personally identifiable 
information from and education records of a student without the consent required by § 
99.30 if the disclosure meets one of the following conditions: 

.  FERPA prohibits the 

release of student education records without student/parent consent, with certain explicit 

exceptions.  The relevant exception relied upon by PDE is: 

*** 
(6)(i) The disclosure is to organizations conducting studies for, or on behalf of, 
educational agencies or institutions to: 
(A) Develop, validate, or administer predictive tests; 
(B) Administer student aid programs; or 
(B) Improve institution. 
(ii) An education agency or institution may disclose information under paragraph (a)(6)(i) 
of this section only if― 
(A) The study is conducted in a manner that does not permit personal identification of 
parents and students by individuals other than representatives of the organization that 
have legitimate interest in the information; 
(B) The information is destroyed when no longer needed for the purposes for which the 
study was conducted; and 
(C) The educational agency or institution enters into a written agreement with the 
organization that― 
(1) Specifies the purpose, scope, and duration of the study or studies and the information 
to be disclosed; 
(2) Requires the organization to use personally identifiable information from education 
records only to meet the purpose or purposes of the study as stated in the written 
agreement; 
(3) Requires the organization to conduct the study in a manner that does not permit 
personal identification of parents and students, as defined in this part, by anyone other 
than representatives of the organization and with legitimate interests; 
and 
(4) Requires the organization to destroy or return to the educational agency or institution 
all personally identifiable information when the information is no longer needed for the 
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purposes for which the study was conducted and specifies the tine period in which the 
information must be returned or destroyed. 
 
(Emphasis added) 
 
 

 As indicated above, the process established by the PDE for resolving near or multiple 

matches of PASecureIDs to the correct student will provide access to all student records by all of 

the institutions participating in PIMS3.  This violates section 99.31(a)(6) of FERPA which allows 

disclosure of education records only if “the study is conducted in a manner that does not permit 

personal identification of parents and students by individuals other than representatives of the 

organization

 This exception under FERPA allows disclosures of education records to organizations 

conducting studies for educational agencies for purposes of predictive testing, administering 

student aid programs or improving instruction, and also requires the information be destroyed 

when no longer needed for the study. 34 C.F.R. § 99.31(a)(6)(ii)(B).  Clearly, this exception was 

intended to allow for studies to improve education.  However, it is now being used 

inappropriately by the PDE to justify the permanent accumulation of massive amounts of data on 

students and graduates.  The PDE has not articulated the basis for requiring each of the data 

fields it seeks nor the specific evaluation or study aspect which justifies or requires the data 

sought by PDE. 

 

.” 

 

 PIMS simply does not adequately protect student privacy as mandated by FERPA, a fact 

which the U.S. Department of Education has acknowledged explicitly.  A United States General 

Accounting Office report (GAO-10-927) to Congress in September 2010 concluded that “many 

states are unsure about how to collect and share the [student] information while still protecting 

                                                           
3 While some of this data may be “directory information” that can be disclosed without consent under 
FERPA, students may elect that their directory information not be disclosed.  In addition, under FERPA, 
it is the university that designates which elements of student education records constitute directory 
information, and thus what is “directory information” varies from institution to institution.                                                                                    
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student privacy under FERPA.”  (GAO Report, p. 274

 In its response to the GAO Report (attached as Exhibit I), the U.S. Department of 

Education agreed with the Report’s recommendation and stated its intent to propose amendments 

to the FERPA regulations that would respond to widespread concerns from States, districts, and 

other education data stakeholders.  The United States Department of Education stated in its 

response to the GAO Report:  

.)  The Report recommended that the U.S. 

Secretary of  Education develop and disseminate guidance by which state education agencies can  

share student records to facilitate obtaining graduates’ employment information while ensuring 

appropriate privacy protection under FERPA. 

“The proposed regulations [to be issued this winter] will address the lack of clarity 
around what is permissible under FERPA and the need to better protect student 
information.  FERPA is an extremely important law intended to ensure student privacy is 
protected.  However, the Department’s regulations do not account for the evolution of 
data use we see today.  As announced in the April 26, 2010, Office of Management and 
Budget’s Unified Regulatory Agenda, the Department will propose changes to the 
regulations that will clarify how to comply with Federal law and provide guidance for 
ensuring student data are protected as States develop longitudinal data systems and use 
data to inform decisions.  To protect the confidentiality of our decision-making processes 
and policy discussions, we are constrained in sharing details of our anticipated proposed 
changes to the FERPA regulations.  However, please be assured that the changes we are 
considering, if adopted, will clarify how States can effectively develop and use data in 
Statewide longitudinal data systems while ensuring protection of individual privacy under 
FERPA

(Emphasis added) 
 

.  We plan to publish a Notice of Proposed Rulemaking (NPRM) this winter.  
When the NPRM is published, the Department will consider public comments to further 
improve the FERPA regulations and guidance.” 

 The U.S. Department of Education explicitly acknowledges that state longitudinal data 

systems such as PIMS do not adequately protect student records or comply with FERPA, and 

changes to the FERPA regulations are necessary and are being formulated now.  Their plan is to 

publish a Notice of Proposed Rulemaking this winter.  In light of the acknowledged 

                                                           
4 The complete GAO Report is available at: http://www.gao.gov/new.items/d10927.pdf 

 

 

http://www.gao.gov/new.items/d10927.pdf�
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shortcomings of PIMS in meeting FERPA privacy requirements, the PDE should not be 

attempting to force Pitt, Penn State and others to participate in PIMS.  This is inappropriate and 

creates serious privacy concerns for students and serious liability issues for institutions.  The 

PDE’s implementation of PIMS should, at a minimum, be delayed to allow the U.S. Department 

of Education to promulgate its needed revisions to FERPA. 

 

  Our concern over the security of data (to be used or released to third parties) is 

heightened by the scale of the data collection envisioned by the PDE, described above.  A 

compromise in the data system with this level of detail linked to individuals could have serious 

repercussions for the students that we serve, as well as for our institutions. 

The PDE has not provided compelling answers to the question of why this extensive data 

base is being assembled, and the PDE’s record of using available data does not provide 

assurances that the data, once collected, will be put to good use.  The scope of the data collection 

goes well beyond the point of being useful in addressing the specific questions that PDE is 

interested in investigating.  Most of the interesting outcomes of the K-12 system that PDE 

intends to evaluate relate to college-going behavior, how long students stay in college, and 

whether or not they graduate.  Answering these questions does not require the detailed 

information being requested; all that is required is information on college enrollment and 

completion, both of which are already available from a trusted data source.  Since our first 

meeting with the PDE in 2009, we have noted that data better suited to answering most of the 

questions they say they are interested in pursuing are currently available through the National 

Student Clearinghouse --- a repository for enrollment and degree verification of 92 percent of 

students enrolled in colleges and universities across the country, both public and private.  When 

we pointed this out at our first meeting, the PDE representatives seemed unaware of the 

existence of these data and, to date, there is no indication that they have taken advantage of these 

data to answer what they say are pressing questions.  Since then we have requested examples of 

how the data already collected by the PDE are being used to improve K-12 education, and again, 

we have not received a response.  

The PDE has given no indication that they recognize the serious methodological issues 

inherent with the data they are attempting to collect, and they have provided no insight on how 
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they might be able to draw useful conclusions from these data.  The Department does not seem to 

recognize the intricacies and complexities of interpreting and drawing accurate conclusions, 

given the diverse institutions of higher education in the Commonwealth, from small 2-year 

colleges to large multi-campus universities.  Perhaps more important, there is no explanation for 

how the PDE might address the absence of students who choose to attend colleges and 

universities outside the state of Pennsylvania.  To the extent that the student cohorts who go out  

 

of state and those that enroll in-state may exhibit different characteristics, and the proportions of 

students going out of state may vary by school district, the potential for skewing the college 

completion rates or other comparisons is significant.   

The PDE also argues that these data are needed in connection with federal reporting 

requirements that, we understand, only require aggregate data from individual institutions.  Most 

recently, our teacher certification programs received instruction from the PDE that they must 

submit detailed information on graduates of their programs through PIMS.  While the federal 

Title II reporting requires reporting aggregate data and only for teacher preparation programs, the 

PDE intends to collect information at the individual student level via PIMS for school counselor, 

instructional technology specialist, school nurse, principalship, superintendent and many other 

programs, in addition to teacher certification.  In a marked departure from what is required at the 

federal level, the PDE reiterated to the participants in a recent webinar that it will require us to 

report detailed information on individual students in order to substantiate their identities.  This 

included race/ethnicity information which we are constrained to request from students on only a 

voluntary/optional basis and other identifiers not typically included in the directory information 

for each student.   

Our concerns that data will be collected, at great cost to us and to our students, and then 

warehoused by the PDE never to be used, are not without justification.  Since 1972 we have 

collected and submitted annually data on faculty time allocation for the Snyder report, a data 

collection effort that takes several full-time equivalent employees to assemble each year.  When 

the PDE was asked at our 2009 meeting what use they make of these data, their response was 

that they had only recently become aware of their existence and that would try to include them in 
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the PIMS data collection.  At that time we noted that the issue was not how the data are collected 

but how they are used.  We have still not received an answer to that question.  

 In summary, our primary concern is the lack of adequate privacy provisions in the 

process for obtaining the state-assigned IDs for our students and with the security of data to be 

used or released to third parties.  Our concern over the security of data is heightened by the scale 

of the data collection itself.  The PDE has not provided any compelling answers to the question 

of why this extensive data base is being assembled nor is it able to give assurances that the data, 

once collected, will be put to good use.  Most of the information the PDE says it needs is already 

available, and has been for years, through the National Student Clearinghouse.  To our 

knowledge the PDE has never used this database that includes individual student enrollment and 

graduation information for 92 percent of students attending colleges and universities in this 

country. 

 

 

 

Respectfully submitted on behalf of  
 

The University of Pittsburgh 
and 

The Pennsylvania State University 

 
Patricia E. Beeson 

Provost and Senior Vice Chancellor 
University of Pittsburgh 
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Good morning Chairman Piccola and members of the Committee.  My name is Lauren Steinfeld and I am 
the Senior Advisor for Privacy and Compliance at the University of Pennsylvania.  It is my honor and 
privilege to present testimony on the important issue of student privacy and, in particular, how it relates 
to the Pennsylvania Department of Education’s Pennsylvania Information Management System (PIMS). 
 
I. Databases and Privacy – A History of Concerns 
 
Americans have valued the notion of personal privacy since – well since there were Americans.  
Similarly, privacy concerns in computerized databases have existed – well since there were 
computerized databases.  Today, we have an opportunity to think about the nature of those concerns 
and perhaps what can be done to allay them.   
 
Let’s go back to the beginnings of computerized databases.  In the 1960s, there were only two major 
institutions that held computerized data on millions of Americans – the federal government and the 
credit bureaus.  Interestingly, the first two federal privacy statutes ever passed regulated those two 
institutions – the credit bureaus through the Fair Credit Reporting Act1 (1970) and the federal 
government through the Privacy Act2 (1974).  As the decades progressed and we saw more types of 
institutions holding computerized data on millions of people, more federal privacy regulation followed.  
The Gramm Leach Bliley Act3 regulates financial institutions and HIPAA4

 

 regulates hospitals, health plans 
and other health care providers.    

Privacy concerns in the legislature were also felt in the judiciary.  In 1989, the U.S. Supreme Court found 
in U.S. Department of Justice vs. Reporters Committee for Freedom of the Press5

 
  that access to public  

                                                           
1  15 U.S.C. 1681 et. seq. (1970). 

2  5 U.S.C. 552a  (1974). 

3  15 U.S.C. 6801 et. seq. (1999). 

4  42 U.S.C. 201 et. seq. (1996). 

5  489 U.S. 749 (1989).  
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records (rap sheets) compiled in an FBI database constitutes an invasion of privacy under FOIA.  The 
Court stated:   
 

• “a strong privacy interest inheres in the nondisclosure of compiled computerized 
information” and 

• “the privacy interest in maintaining the practical obscurity of rap-sheet information will 
always be high”6

 
  

The privacy concerns that arise from computerized collections of personal information have caused 
many government programs to either be discontinued or significantly scaled back.   
 
Ten years ago, bank regulatory agencies developed what is called “Know Your Customer” rules that 
would require banks to report to federal authorities transactions that are not “normal and expected” 
based on the banking customer’s profile.  Public outcry over this initiative was extensive.  Ultimately 
Congress passed legislation to ban the proposal.  The Comptroller of the Currency testified that he was 
willing to abandon the original plan.  He said, “I firmly believe that any marginal advantages for law 
enforcement in this proposal are strongly outweighed by its potential for inflicting lasting damage on 
our banking system.”7

 
    

In 2002, in the aftermath of the September 11 terrorist attacks, the Defense Advanced Research Projects 
Agency (DARPA) announced a “Total Information Awareness” program that would combine federal, 
state and commercial databases to detect, without a warrant, anomalous or suspicious behavior by 
individuals.  Based on significant public concern about the privacy impacts, in 2003 Congress eliminated 
funding for the project.   
 
Even the original federal version of PIMS – the IPEDS unit record database – is an example of a data 
collection program that, once public input was provided, was eliminated based on privacy concerns.   
 
II. Digging Deeper – What is the Nature of the Privacy Concerns?  
 
At this juncture, it is useful to dig deeper and explore exactly what the nature of the privacy concerns 
are in large-scale databases of personally identifiable information.  
 
I believe the most constructive and concrete way to describe the privacy concerns around the PIMS 
initiative is to focus on the following topics:   
 
                                                           
6  Id. at 776 – 780. 

7  Press Release, Office of Comptroller of the Currency, “Comptroller of the Currency Says ‘Know Your 
Customer’ Rule Should Be Rejected,” March 4, 1999. 



3 

 

 

• Legitimacy and value of the data collection  

• Public notice  

• Limitations on the use of data collected  

• Information security controls 

• Accountability8

 
 

A. 
 

Legitimacy and value of the data collection 

A chief and foundational requirement for legitimate data collection is quite simply that there be a good 
reason for it – a valuable purpose.  In addition, the data collected should be limited to data that 
advances that purpose. 
 
The Department’s Student Data Access and Use Policy describes that PIMS exists “for the purposes of 
satisfying federal and state mandates and reporting requirements and improving education for all 
students in the Commonwealth.”9  The policy goes on to describe in more detail what the legal 
mandates are for reporting.  It does not describe with any further detail how the data “will improve 
education for all students in the Commonwealth.”  Indeed, the confidentiality statement that all 
individuals with access are to sign states only “Individual student information maintained in [PIMS] is 
collected for the purpose of meeting local, state and federal reporting requirements. 10

 
 

Without stating with any specificity what can be accomplished by the data collection, the Department 
asks for dozens of data elements to be collected on students in the state, including name, address, date 
of birth, race, Social Security number, major, GPA, SAT, ACT, credits attempted, credits earned, family 
income, counseling incidents, tutoring incidents, remedial courses passed, remedial courses failed and 
more. 11

 
 

There may be very good reasons to collect the information the Department is seeking.  But a responsible 
privacy program must be able to articulate what those reasons are and how the data sought is limited to 
data that advances those goals.  The Department’s failure to do so gives the impression that it is  
 

                                                           
8  These principles draw from the milestone Health Education and Welfare publication of Fair Information 

Principles in 1973, the Privacy Guidelines from the Organization of Economic Cooperation and 
Development (OECD), as well as Fair Information Principles announced by the Federal Trade Commission 
in 1998.    

9  Pennsylvania Department of Education Student Data Access and Use Policy, p. 1. 

10  Id. at p. 10.   

11  Pennsylvania Information Management System, Act 101 User Manual.   
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collecting the data first and determining what to do with it later.  The public, if informed, would likely 
lose confidence in the value of PIMS from this “tail wagging the dog” approach. 

 
Further, if there is a significant benefit to PIMS, many participating institutions have not seen it.  Indeed, 
some institutions including Penn, have decided to forego Act 101 funding rather than participate in PIMS 
(a pre-requisite now to receiving Act 101 funding).  This decision was based primarily on privacy grounds 
– but significant cost considerations in participation also were important.  

 
B. 
 

Public Notice 

A second critical principle in privacy protection is that there be notice to affected individuals about the 
data being collected, how it will be used and disclosed, how it will be safeguarded and what rights they 
have regarding their information.  
 
In the case of PIMS, there has been very little public awareness of the initiative.  Indeed, at Penn we 
were taken quite by surprise two years ago when we learned that participation in PIMS would be a 
condition to receiving Act 101 funding.    
 
This Committee, by holding this hearing, is creating an important forum to let the public know about the 
state effort to collect sensitive information on every Pennsylvania student and the privacy implications 
of such collection.  I hope that more reporting of this hearing, and other inquiries, will result in a deeper 
public understanding of the effort and the privacy issues around it.   
 
C. 
 

Limitations on Use of the Data Collected 

A very challenging concern in privacy is the idea that while data may be collected for a single, narrow 
purpose, once it is collected it may be used to serve many other purposes and made available to many 
other people and agencies.  Indeed, this is the “Big Brother” concern we all came to understand through 
George Orwell’s 1984
 

, and in today’s computerized environment, it is difficult to combat.  

An illustrative example lies in the federal National Directory of New Hires (“NDNH”).  The NDNH is a 
federal database, authorized in 1998 through the Personal Responsibility and Work Opportunity Act.12

                                                           
12  42 U.S.C. 653(a)(1996).  

  
The purpose of the NDNH is to “provide a national directory of employment and unemployment 
insurance information that will enable state Child Support Enforcement (IV-D) agencies to be more 
effective in locating noncustodial parents, establishing child support orders and enforcing child support 
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orders.”13

 

  Since the NDNH was created, however, Congress has expanded authorized sharing by 
providing access to: 

• The Department of Treasury to administer earned income tax credit and collecting federal debts 

• Social Security Administration  (no purpose stated) 

• The Secretary of Education to improve debt collection on defaulted student loans 

• The Department of Housing and Urban Development to verify income for certain housing 
programs 

• State Food Stamp agencies to administer food stamp programs 

• The Veterans Administration to verify income for veterans benefits  

• State Welfare agencies14

 
 

In the case of PIMS, the collection of so much detailed information over time about all Pennsylvania 
students creates a risk that the data will not only be used (we are told) to improve education, but indeed 
for other tracking, verification, location, national security or other purposes.  In some cases, this kind of 
sharing may be desirable as a policy matter – others may be more controversial.  
 
The Department can make sincere promises that the data sharing will be quite limited.  However, future 
Departments and legislatures can decide to – and legislate to – expand access and essentially take back 
those promises.  There is little way to guard against this legitimate concern.  The best answer to it is to 
make sure that the initial collection was absolutely necessary and valuable in the first place and to 
ensure public notice and responsible vetting of any further expansions.  

 
D. 
 

Information Security Controls 

There is a saying in the privacy world that you can have security without privacy but you cannot have 
privacy without security.  Indeed, any privacy program of any value must have a rigorous information 
security program.   An information security program is one that defines and implements appropriate 
administrative, physical and technical safeguards to guard against unauthorized access, use, disclosure 
of confidential information. 
 
In today’s world, getting information security “right” is very challenging.  The range of threats continues 
to expand as data is distributed to more people, organizations and devices.  Data can be compromised 
by a malicious hacker externally; a dishonest employee with legitimate access; an honest employee who 
makes a mistake; a lost or stolen laptop, flash drive, or smart phone; an unencrypted hard drive on a 
copier; or an intercepted e-mail.   

                                                           
13  See A Guide to the National Directory of New Hires, U.S. Department of Health and Human Services, 

Administration for Children and Families.  

14  Social Security Act Section 453(j).   
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In the “innocent mistakes” category alone, consider how easy it is to send an e-mail with confidential 
information to the wrong person; to “reply to all” accidentally; to misplace a one-inch flash drive; to 
leave a print job on the printer overnight.   
 
Because of number and variety of safeguards needed to “get security right,” responsible organizations 
with large data sets of confidential information are turning to external firms to test their control 
environment and report on vulnerabilities and how to address them.  It is standard practice when 
sharing information with another organization to ask for a SAS 70 certification15

 

 or other third party 
security review.  Often organizations have a documented information security plan that describes in 
detail how confidential information is safeguarded from compromise.  

In the case of PIMS, there is cause for concern.  First, the Student Data Access and Use Policy states that 
“since data are stored on computers, there will be a high level of protection.”16  This statement 
completely misreads the concern that arises because

 

 the data are stored on computers.  The Policy also 
describes some types of security controls, but these are only a small subset of a responsible, 
comprehensive security program.  And critically, the Policy says nothing about security audits being 
conducted and summary findings being reported publicly.  

From a privacy perspective, the PIMS database is high risk because PIMS collects so much sensitive data 
on so many individuals over a great length of time with evidently very few controls in place.  At a 
minimum, there should be an in-depth security assessment of the control environment by an 
independent auditor and a public report summarizing the findings.   

 
E. 
 

Accountability 

Above I expressed my concern about the limited public knowledge and discussion of the PIMS database 
and its impact on the privacy of Pennsylvania students.  I am even more concerned that there will be 
even less attention to privacy protection over time.  If the Department of Education changes its 
approach, weakens security protections, dispenses with a third party review, or allows for data sharing 
with others, who will be aware of this and who will review the appropriateness of these actions?   
 
To ensure accountability to members of the Pennsylvania public, there should be periodic reporting of 
the valuable uses of the information collected, the security performance of the database and other 
issues of concern to the public.  This could be a public reporting or it could be reporting to this 
Committee as an oversight matter.  Other forms of reporting may also be appropriate.  It is not,  
 

                                                           
15  The Statement of Auditing Standards 70 or “SAS 70” is a set of standards issued by the American Institute 

of Certified Public Accountants (AICPA) by which to measure internal controls of an organization.   

16  Pennsylvania Department of Education Student Data Access and Use Policy, p. 6.  
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however, acceptable to permit one agency to hold such vast personal information with no accountability 
regarding the uses and protection of such data.   
 
III. Some Data Collections Are Worth It – Is This One? 

 
The fact that privacy concerns often arise regarding computerized data collections does not mean we 
shouldn’t have such collections.   Computerized databases have advanced healthcare, our economy, 
safety and virtually all aspects of society in innumerable ways.   
 
Still, a responsible, large scale data collection of personal information must include the following 
elements, which I offer as a way to discuss productively the privacy issues in the PIMS collection:   

 
(1) The collection must be justified by specific, articulated, benefits that will be result from such 

a collection; 
(2) The data collected, uses of the data, and availability of the data all must be narrowly 

tailored to achieve the articulated benefits; 
(3) The database must be safeguarded with current, and tested privacy and security controls; 

and 
(4) The processes used and outcomes achieved must be transparent to the public and there 

must be a strong accountability structure in place. 
 

Thank you very much for the opportunity to testify on this important issue.  I would be pleased to 
answer any questions that members of the Committee may have. 
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Senate Education Committee 
 Hearing on Student Privacy and the Pennsylvania Information Management System  

Testimony of Dr. Don L. Francis 
 President- Association of Independent Colleges and Universities of Pennsylvania 

October 12, 2010 
 
 
Thank you Senator Piccola, Senator Dinniman, and members of the Education Committee for 

convening this hearing and inviting me to share my ideas with you in regards to student privacy 

and the Pennsylvania Information Management System (PIMS) on behalf of the Association of 

Independent Colleges and Universities of Pennsylvania, an organization representing 87 private 

colleges and universities across the Commonwealth.   

 

Over the past few years the Pennsylvania Department of Education has created a database 

containing the education records of over two million Pennsylvania children, adolescents, and 

adults. The Pennsylvania Information Management System, or PIMS, is described by the 

Department as a “womb to workplace” information system.  It is conceptualized as linking 

together not only school records from preschool, elementary, secondary, and postsecondary 

schools but also data on Pennsylvania residents collected by numerous state agencies including 

the Pennsylvania Department of Health,  Public Welfare, Labor and Industry, Corrections, 

Military Affairs, and PHEAA.  The development of such a large and comprehensive government 

information system that will track residents from childhood through adulthood is unprecedented 

in the history of this Commonwealth. The stated aim of this effort is to bring together data on 

Pennsylvania residents from numerous sources as a means to improve the educational system in 

the Commonwealth. 
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The Association of Independent Colleges and Universities of Pennsylvania recognizes that the 

state needs data on students in order to measure progress and to provide appropriate educational 

and support services. We understand that policymakers as well as teachers and parents must have 

quality data on students in order to formulate effective education policy. In fact, we have 

encouraged state policymakers in the past to collect data on family income in the various higher 

education sectors in order to formulate more appropriate higher education finance policy. And 

we support state scrutiny of graduation rates or the passage rates of our students on licensure 

exams.  However, we are greatly concerned by the actions of the Pennsylvania Department of 

Education in developing and managing PIMS, especially as the Department now moves to 

expand PIMS to include greater numbers of postsecondary students. 

 

Specifically, we are troubled by the Department’s lack of appropriate attention to the issues of: 

1.) data security and the privacy rights of students; 2.) the legal and financial costs to higher 

education institutions to participate in this system; and, 3.) the development of a clear and 

detailed plan regarding how the data collected through PIMS will be utilized to raise student and 

teacher performance in Pennsylvania. Until these concerns are addressed, we support Senate Bill 

1449 because it will terminate this incompletely formulated plan. 

 

Data security and student privacy 

 

The Family Educational Rights and Privacy Act (FERPA) (20 USC § 1232g; 34 CFR Part 99) 

allows state education agencies to collect personally identifiable student data from colleges and 

universities for selected purposes and to maintain this data on behalf of those educational 
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institutions.  However, the Act also makes clear that colleges and universities remain the owner 

of such data and retain the responsibility to prevent misuse. 

 

Our institutions understand the trust placed in them by students and parents and have spent 

significant sums of money to protect the student data they collect. The Pennsylvania Department 

of Education has assured us and others that it has strict policies in place to safeguard the 

confidentiality and security of student data transferred into PIMS.  As evidence, it points to the 

regulations outlined in its Data Access and Use Policy.  However, in a recent application to the 

U.S. Department of Education for grant funding for PIMS, the Pennsylvania Department of 

Education acknowledges the shortcomings of this same Data Access and Use Policy and notes 

that it is insufficient to safeguard the privacy of postsecondary student data maintained in PIMS.   

 

The Pennsylvania Department of Education also assured us and others that individual student 

records transferred by colleges and universities into PIMS would be identified only by a unique 

identifier so that student privacy could be protected.  The Department has apparently loosened its 

focus on student privacy because it now asks colleges and universities working with PIMS to 

supply the social security number and the home address of students -  either of which can be used 

to identify individuals.  An information system that will house sensitive data on millions of 

Pennsylvania residents demands appropriate attention to what is collected and how it will be 

protected and the Department has fallen short in both respects. 
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Let me note that the Association of Independent Colleges and Universities of Pennsylvania had 

urged the Department to make numerous changes to its Data Access and Use Policy to increase 

the security and privacy protection of student records in PIMS but our recommendations have 

not been implemented. 

 

Legal and financial costs to higher education institutions 

 

The Pennsylvania Department of Education admits that on occasion it will make personally-

identifiable data on students available to researchers and to contractors in order to undertake 

various projects required by the Department.  It also acknowledges that staff of school districts 

and higher education institutions across the state will have access to this data. Allowing 

individuals outside of the Department to utilize the personal data of Pennsylvania residents may 

result in unintended breaches of privacy. 

 

Unlike the Commonwealth and its entities, private colleges and universities in Pennsylvania do 

not possess legal immunity from lawsuit or criminal prosecution. As noted earlier, private 

colleges and universities that submit student records to PIMS retain the legal responsibility under 

FERPA for any unauthorized access or misuse of these records. Therefore, we seek to have the 

Commonwealth pass legislation to indemnify private colleges and universities from the legal and 

financial consequences of any breach of confidential data from PIMS. This is only fair. Thus far, 

the Department has done nothing to seek passage of this legislation. 
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In addition to the legal burden of participation in PIMS, private colleges and universities also 

have to bear the financial costs of preparing and submitting to PIMS the education records of 

individual students.  PIMS will require institutions to allocate additional staff resources to data 

preparation activities at a time when institutions are seeking to control costs in any way possible.  

This is not an insignificant cost, especially for smaller private colleges or universities. While tax 

dollars support public universities in developing their PIMS data systems, no such support has 

yet been offered to our institutions. 

 

Development of a clear plan for utilizing PIMS data 

 

As noted earlier, we understand that education records are the source of data used for 

administrative programs and policymaking.  However, a basic rule of thumb in any large-scale 

data collection project is that the need for data must outweigh all costs of obtaining that data and 

the possibility of harm from security intrusions or loss of individual privacy.  In the case of the 

Pennsylvania Information Management System, the Pennsylvania Department of Education has 

not presented us with concrete examples of how the massive amounts of data it is asking colleges 

and universities to provide will result in improvements to the educational system in 

Pennsylvania.   

 

In a 2009 document outlining the benefits of state education data systems, the Pennsylvania 

Department of Education highlights the education reports produced by other states that have 

developed statewide student data systems. The PDE report makes several references to the State 

of Florida, which has had a student data system for over 15 years and into which the state has 
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invested hundreds of millions of dollars. Surely such a large investment of taxpayer funds has 

resulted in an educational system second to none? In fact, a 2009 study by researchers at the 

Johns Hopkins University notes that Florida is among those states that have the lowest high 

school graduation rates in the nation.  The report calls it a statewide crisis and urges the federal 

government to become involved to insure that children in that state receive an adequate high 

school education.  So much for the promise of educational improvement through data collection! 

 

Numbers do not evaluate teachers or create exemplary schools or formulate educational policy.  

Numbers do not find funding for educational improvements.  Without a clear and detailed plan 

on how this data will be utilized to improve the educational system in Pennsylvania, the 

Pennsylvania Department of Education is asking higher education institutions and the taxpayers 

in this Commonwealth to invest significant resources in a data system that does no more than 

serve as a repository for numbers. 

 

Since 2008 we have repeatedly told the Department that private colleges might voluntarily 

participate in PIMS if they would address our concerns. Unfortunately, the Department has never 

seriously attempted to address these issues. Instead it has chosen to use mandates and threats to 

force institutions into this program. Consequently, while we are amenable to further dialogue, we 

cannot support the Pennsylvania Information Management System until our concerns are met 

and a detailed plan for the use of the data is presented. 
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Statement of the  
Pennsylvania State System of Higher Education  

Before the Senate Education Committee 
Student Data Privacy and SB 1449 

October 12, 2010 
 

Dr. Jim Moran, Vice Chancellor 
 

 
Good morning Senator Piccola and Senator Dinniman and the members of the 

Senate Education Committee.  My name is Dr. Jim Moran, Vice Chancellor of the 

Pennsylvania State System of Higher Education (PASSHE) and on behalf of the Chancellor’s 

Office and the students, faculty and staff of the 14 universities within the Pennsylvania 

State System of Higher Education (PASSHE), I thank you for the opportunity to talk with you 

this morning about Senate Bill 1449. 

First, some general comments.  As members of this committee, you have heard any 

number of proposals to increase student achievement from the earliest learning 

experiences through graduate degree programs, as well as suggestions on the best way to 

achieve these shared goals.  At PASSHE we believe that it is vitally important to have the 

ability to measure the outcomes of these proposals to assure we are meeting the expressed 

goals.  And, in our experience, the best mechanism for measuring success is the Statewide 

Longitudinal Database.  As Pennsylvania’s public universities, we see that as a critical part 

of our mission. 

.  In 2007, we testified before the House Education Committee about the value of the 

creation of a student unit identification system to allow better tracking of students as they 

avail themselves of postsecondary opportunities and, at the time we noted that such a 

system could be helpful to us in identifying how to facilitate student achievement. This is 

especially important given the mobility patterns of students who attend several post-
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secondary institutions in their quest for a degree credential.  Such a system had been called 

for in the 2006 Governor’s Commission on College and Career Success Reporti

As but one example of how PASSHE, in concert with our community college partners, 

is changing practices to serve students we can point to our efforts related to transfer and 

articulation.  In 2006, thanks to your initiative and support, Pennsylvania made it easier for 

students to move from one college or university to another with the implementation of a 

statewide transfer and articulation system that allows students to transfer up to 30 credits 

of foundation coursework. Since the launch of this system, Pennsylvania has seen a 13% 

increase in the number of students transferring from community colleges to PASSHE 

universities.  

, A state 

longitudinal database can facilitate school and university efforts directed to ensuring the 

educational success of each and every student in the Commonwealth.   

As these students complete courses and earn associate degrees, it is imperative that 

we continue to ensure each student receives the maximum possible credits when they move 

among colleges and universities in pursuit of a bachelor’s degree.  Therefore, in October 

2009, thanks to your initiative and support, we began a dramatic expansion of the transfer 

and articulation system to allow students to transfer full Associate of Arts and Associate of 

Science degrees into parallel bachelor degree programs at PASSHE institutions.  We are 

relying on the State Longitudinal Database to inform us of the success of this initiative and 

to help in aligning our various curricula to serve students preserving academic quality and 

integrity. 

For us to achieve success, collaboration across the many agencies involved in the 

education enterprise is critical. We are also looking to the Statewide Longitudinal Database 

to assist in our analysis of our efforts to establish a set of courses required for all entering 
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freshmen at all PASSHE universities (see attached).  Our goal is to be able to give relevant 

feedback to school districts about the success of their students and to work with those 

districts to provide the requisite competencies contributing to student success. 

In fact, we believe the database is a valuable tool to measure college readiness and 

preparation. 

At PASSHE, we are committed not only to increasing the opportunities for 

postsecondary credentials, but also to increasing the success of the students in obtaining 

the skills, competencies, and perspectives required to contribute to the Commonwealth’s 

future.  The Complete College America initiative (www.cca.org

Currently 38% percent of adults in Pennsylvania (ages 25-64) have a college degree. 

Meeting the goal of 6 out of 10 adults with a meaningful post-secondary credential will 

require an annual increase of more than 5 percent

) recently predicted that by 

2018, 57% of all jobs in Pennsylvania will require some postsecondary training.  Estimates 

are that new job growth in Pennsylvania requiring postsecondary education will be nearly 

three times greater than jobs requiring a high school diploma. In order to meet the changing 

economic and employment landscape Pennsylvania will need to aggressively increase 

participation and completion of postsecondary degrees and certificates.  Unfortunately our 

production of meaningful postsecondary degrees does not appear to be keeping pace with 

these high-demand growth areas. 

ii.  To do so, we need to do things 

differently. PASSHE is also firmly committed to increasing the success rate for lower income 

and traditionally underrepresented students.  Our efforts are designed to significantly 

reduce the graduation gap for these students. We need new tools such as comprehensive 

databases to aid in the analysis of the patterns and trends of student success to identify, 

contextualize and scale up practices that make a difference. 

http://www.cca.org/�
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PASSHE is committed to continued involvement in the Statewide Longitudinal 

Database. We have been actively working with the Pennsylvania Department of Education 

(PDE) over the past few years to assure the consistency, accuracy, and security of that 

information. A well-crafted database will provide the Commonwealth with information that 

can and should be used to assist schools and institutions of higher education in designing 

practices to improve student success and to inform policy to achieve the same. We believe 

that the Student Longitudinal Database enables us to work collaboratively with school 

districts and community colleges to improve student success based on data, and not 

anecdotes or conjecture.  In fact, we look forward to this tool as a key piece of our efforts 

related to college readiness and preparation. Over the next year we plan to work with our 

partners in P-12 education to ensure seamless transitions through secondary and post-

secondary alignment in math, reading, and writing. 

Pennsylvania is not alone in the development of statewide longitudinal Databases. A 

recent publication by the State Higher Education Executive Officers (SHEEO) entitled “Strong 

Foundations: The State of Postsecondary Data Systemsiii” details the efforts of 44 states 

and the District of Columbia to improve the consistency and usefulness of data collection. 

This publication notes that the critical purpose of such systems is to “help assess the 

effectiveness of policies and practices to promote student success including transfer 

policies, admission policies, high school preparation, high school counseling, degree 

completion, and student financial assistance”. The issues we have just been discussing.  

But effectively change practices based on reliable data, we must be able to connect 

students with a specific record, usually accomplished through unique identifiers that are 

cross-checked for accuracy. 
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This national effort recognizes the concerns related to student privacy and 

participating states, including Pennsylvania, are working together to devise mechanisms to 

protect the integrity of individual student records.  For the benefits to be accrued, data need 

to be collected and analyzed at the individual student level while safeguarding the privacy of 

individual records. We have been keenly aware of security and privacy issues within our 

system-wide databases that form the basis of our nationally recognized accountability and 

performance funding system.  All states involved in this process are discussing strategies to 

protect student information from inappropriate use and to limit access to those on a “need 

to know” basis in compliance within the guidelines of the Family Educational Rights to 

Privacy Act (FERPA). 

We are not intending to speak on the behalf of any other higher education sector, but 

only for PASSHE. We have already voluntarily participated in the development and 

formulation of the State Longitudinal Database because we believe such a system will 

provide us with an understanding of what practices and policies will serve students.  Any 

database comes with some risk but, in this case, we believe adequate safeguards can and 

will be put into place to minimize that risk and still provide us with the information we need 

to increase the number of students who acquire a meaningful postsecondary credential.  

I hope my comments have been helpful.  We understand that we need to significantly 

increase the opportunities not just for access to post-secondary education but for successful 

completion of meaningful credentials to assure that Pennsylvania is positioned to be a 

leader in jobs creation and workforce development by the year 2018.  As Pennsylvania’s 

public universities, that is the challenge PASSHE is taking on and one that we believe will 

contribute to the future economic vitality of the Commonwealth.  We believe that a well-
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designed and comprehensive statewide longitudinal database is a fundamental tool that will 

help us attain that goal. Thank you for your time and attention to this important issue. 

 

                                                 
i Governor’s Commission on College and Career Success (2006). 
ii A Stronger Nation through Higher Education (2010). Lumina Foundation. 
http://www.luminafoundation.org/publications/A_stronger_nation.pdf 
iii Garcia, T. I and H.P. L’Orange Strong Foundations: The State of State Postsecondary Data Systems. July 2010, 
State Higher Education Executive Officers 
 

 
Core High School Curriculum for  

Regular Admission to PASSHE Institutions 
March 1, 2010 

 
A rigorous high school curriculum includes courses and experiences that facilitate success of all 
students and provide students with the skills and knowledge required for college and career success.  
 
The curriculum requirements will be phased in to be fully implemented for the class entering fall 2013 
and is not intended to apply to persons attaining high school credentials through a GED or students 
who have been out of high school for a period of time.  This curriculum will be required for any student 
seeking regular admission to any of the 14 PASSHE institutions.  Students who do not meet his 
requirement may be admitted on a provisional basis at the university’s discretion. 

 
 
Subjects 

 
Number of 
Years 

 
Proposed Requirements 

Language Arts Literacy 4 years English I, II, III and IV 
Content may include language, communication, writing, 
composition, research, logic, technical and business 
reading and writing, informational text, media, and 
literature 

Math 3 years Content that incorporates the equivalent of Algebra I, 
Geometry and a third year course in either Algebra II or a 
rigorous course based in Probability/ Statistics. Note that 
mathematics or mathematical-based science taken in 
senior year is highly recommended. 

Science 3 years Content that incorporates the equivalent of Biology (with 
lab), Chemistry (with lab) and other inquiry-based lab or 
technical science such as physics, engineering, 
environmental, or earth science. 

Social Studies 3 years Content that incorporates the equivalent of Civics, U.S. 
History, World History, Geography and Economics and 
provides students an understanding of the influence of 
heritage, cultural context, diversity and global 
perspectives. 

 

http://www.luminafoundation.org/publications/A_stronger_nation.pdf�
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____________________________________________________________________ 

 

Good morning Senators Piccola and Dinniman and members of the Senate Education Committee.  I 

am Helene Whitaker, Vice President for Administrative Affairs at Northampton Community College.   

Joining me today to help respond to any question you may have following my statement is Diane 

Bosak, Executive Director of the Pennsylvania Commission for Community Colleges.  Thank you for 

the opportunity to offer comments regarding Senate Bill 1449 and protecting student privacy. 

 

Today’s college students are more mobile than at any other time.  In a study from the U.S. Department 

of Education, more than one-half of students who receive a baccalaureate degree have attended more 

than one institution and the numbers of students taking classes at more than two institutions 

continues to rise.  This is not solely due to the increase in the numbers of students attending 

community colleges but also because today’s students are combining online courses at colleges with on 

campus courses at universities or may transfer several times depending on changes in major, lifestyle 

choices, or for other reasons.  Keeping track of increasingly mobile students is difficult without a state-

level student record database. 

 

According to a report recently released by SHEEO, the State Higher Education Executive Officers, 45 

states have at least one student unit record system and 39 of those states collect data from public 2-

year and 4-year higher education institutions.  Florida has perhaps the longest history and most 

comprehensive student database.  Florida collects student-level data from all education sectors -– K-

12, career and technical education, community colleges, and universities -– and their system is also 

linked to employment and wage records.   
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Pennsylvania’s 14 community colleges have been participating in the state’s longitudinal student 

record database, known as PIMS, since fall of 2009.  From the earliest conversations with the 

Department of Education, the presidents of the community colleges believed the potential value of 

such a database would be worth the investment of time and effort.  From our perspective, the inability 

of community colleges to adequately track the transfer or stop-outs of students is one of the 

motivators for the colleges to join in this state effort.  A well-designed and implemented statewide 

student record database would be able to provide more data on community college student transfer 

and completion rates and will enrich the view of the progress and results of students who make their 

educational start at one of the 14 community colleges.  Other uses could include serving as a resource 

for analysis of student outcomes that can be used by the institutions as well as the state to improve 

results and as a source of information for consumers of higher education.  

   

Obviously, there are concerns and cautions with the implementation of student unit record systems at 

the higher education level.  These are broadly: 

• Student privacy and security of the information; 

• Over-burdening staff and inadequate technology resources for the participating colleges and 

universities; and 

• Policy uses and abuses of data components and non-aggregated data at the state level.  

 

The colleges have expressed these issues to PDE from the earliest stages of the conversation regarding 

the development of PIMS and we will continue to do so as needed.  But we believe that the long-term 

benefits of such a system are critical in the over-arching data and policy landscape.   I will, though, 

discuss these concerns in more detail within my testimony. 

 

First let me address the issues of student privacy.   FERPA, the Family Educational Rights and Privacy 

Act, allows for the release of student records into a statewide longitudinal database for audit and 

evaluation purposes provided that personally identifiable information is not disclosed to anyone other 

than state officials or agents acting on their behalf.  Specifically, the federal statute provides: 

 

“The disclosure… is to organizations conducting studies for, or on behalf of, educational 

agencies or institutions to: (A) Develop, validate, or administer predictive tests; (B) Administer 

student aid programs; or (C) Improve instruction.  (ii) The agency or institution may disclose 

information under paragraph (a)(6)(i) of this section only if: (A) The study is conducted in a 
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manner that does not permit personal identification of parents and students by individuals 

other than representatives of the organization…”  

 

According to regulations implementing FERPA, personally identifiable information is and 

“information that would make the student’s identity easily traceable,” including: the student’s name, 

the name of the student’s parent or other family member, a personal identifier, such as a social 

security number or student ID number, or a list of personal characteristics that would the student’s 

identity easily traceable.  The U.S. Department of Education’s Family Policy Compliance Office 

(FPCO), which enforces FERPA, has advised that “data that cannot be linked to a student by those 

reviewing and analyzing the data” is not deemed “personally identifiable’.   

 

We believe the state’s PIMS complies with FERPA privacy requirements.  Further, the Educational 

Technical Assistance Act of 2002 created the Institute of Education Sciences (“IES”) and the National 

Center for Education Statistics (“NCES”) and authorized a grant program designed to aid states in 

their design, development and implementation of longitudinal data systems.  Pennsylvania received 

its first grant in 2005 to develop PIMS.   

 

I cannot speak to specific security issues relating to PIMS although the Postsecondary Statewide Data 

Council has assurances that proper and adequate security measures are in place even if the specific 

parameters and measures have not been divulged to the group.  A major threat to confidentiality of 

student information is unauthorized access; therefore, clear policies on access restrictions and 

procedures should be in place to ensure data confidentiality.  Other potential compromises to security 

could occur via an internet based system and consultant or agency personnel storing student record 

data on laptop computers – again, though, we are not aware if any of these are possible with the PIMS 

system.  Perhaps, the interest of the Department as well as participating institutions might best be 

served by PDE sharing the actual security policies and protections with the Statewide Data Council. 

 

The one area we do believe still needs to be addressed by the state relates to research and policy uses 

and releases of data.  Specific research topics and questions have not been developed.  Community 

colleges have consistently urged PDE to begin to develop the research needs before establishing or 

adding data elements to be collected from participating higher education institutions.  Collecting data 

for collection sake does not make a strong longitudinal data system.  Asking the policy and research 

questions in advance will allow for a stronger data system to be developed and properly managed and 

populated.  If there is one significant weakness with PIMS, it is in this respect.   
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This issue of defining the research and policy expectations is critical as it has implications for the types 

and volume of data collected.  Without clear articulation of specific research and policy issues, 

building a system of extensive student data can pose unnecessary reporting burdens on participating 

institutions.  Community colleges – again, voluntarily participate in the data system – but it has not 

and does not continue to come without additional staff work at the campus level and adjustments or 

modifications to technology resources to allow for the extraction of such data.  It is one thing to 

request student level basic data – as was the beginning of the process with PDE and our initial 

reporting.  But we continue to share with the Department our concerns regarding their requests for 

further data elements without a reasonable and rational idea of why.  What purpose will the additional 

data serve?  What is the research or policy question the data will seek to answer?  We should begin a 

sincere conversation about the policy and research aspects of PIMS before we create additional 

reporting burdens for the participating colleges. 

 

ESP Solutions offers a reference guide for state longitudinal databases.  In this reference guide, they 

recommend that states “develop a policy statement that describes the purpose of the Student 

Information Management System, the appropriate usage of individual student data…, and conditions 

for release of data contained within the database”.    The reference guide also recommends that sates 

develop policy statements that specify restrictions and access to the databases, penalties for 

inappropriate use and release of data, as well as ensures confidentiality of the data.  Finally, ESP 

recommends that states “develop a policy statement that specifies what data will be collected and why 

these data are to be collected”.   

 

Please allow me to stress that Pennsylvania’s community colleges have been involved in the 

development of PIMS for higher education from the earliest stages.  At the request of the community 

college presidents, PDE convened an initial meeting of college and university technical and research 

personnel to discuss the project.  Community college personnel best understand the linkages with 

their own data systems, the capacity and capabilities, and data reliability issues.  Their participation 

early on was important to aid in ensuring a smooth and technically sound implementation.  From that 

initial meeting, a Postsecondary Statewide Data Council was formed and includes representatives 

from participating higher education institutions.   Representatives from all participating higher 

education institutions also participate in a conference call every other week with PDE officials to 

discuss technology and data element requirements of PIMS.   
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Pennsylvania’s community colleges want to be partners with the Department of Education in the 

extension of the student longitudinal database to higher education.  With a collaborative and open 

approach, we believe the implementation, management, and sustainability of the system can be 

stronger as a result.    The Community College Presidents have supported this initiative because they 

believe that the Commonwealth needs this rich data to help accelerate improvement of student access 

and success and to make wise investments of state dollars to facilitate student access and success.   

 

Again, thank you for opportunity to share these comments and will be pleased to respond to questions 

at this time.   
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